OAuth 2.0 - Opaque Token

Access Token is sent in an HTTP Header
Authorization : Bearer <token>

Data center
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Client HTTP Request for Access Token Authorization

Application " Server
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OAuth 2.0 - JWT Token

JWT Token is sent in an HTTP Header
Authorization : Bearer <jwt token>

Data center

Call HTTP APl with JWT Token (T)

Client HTTP Request for Access Token

Application

Returns signed JWT Token (T)

The Resource Server will verify the
signed JWT token and extract
scopes without sending to
Authorization Server
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Resource Server

Authorization
Server




OAuth 2.0 - Endpoints (EP)
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OAuth 2.0
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OAuth 2.0 - Authorization Code (PKCE)

Authorization Code Grant (PKCE)
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OAuth 2.0 - PKCE Extension

Authorization EP

Get Authorization *  Authorization
{send code challenge) Server
@ (2] y
Token EP

Get Access token
(send code venfier as proof)

Returns o
Auth Code

ed P S
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User Agent challenge. If they dont match then
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OAuth 2.0 - Implicit
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In this

OAuth 2.0 - Client Credentials

Authorization
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OAuth 2.0 - Resource Owner Password Credentials

Password Grant
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OAuth 2.0 - Refresh Token

Authorization Code Grant
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OAuth 2.0 - Token Revocation

Authorization
Server
Token EP
“
k
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Authorization Code

Implicit

Authorization Code
(PKCE extension)

Server side web applications
Needs User Agent

Can use Refresh tokens
Very Safe

Single Page applications

Needs User Agent

Cannot use Refresh tokens
Danger of Access token exposure
Not recommended (Deprecated)
Recommended for public clients
Needs User Agent

Can use Refresh tokens

Confidential Client

Public Client

Public Client

Confidential Client

Client Credential

Resource Owner Password
Credentials

Use for Cron Jobs on the server
No User Agent needed
Cannot use Refresh tokens

Resource Server and Client must be
from same Organization

No User Agent needed

Can use Refresh tokens

Not Recommended (Deprecated)

Confidential Client

Public Client

Confidential Client
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OAuth 2.0 - Typical Enterprise Microservices Application

-~ Application will be registered as a Client
- Application scopes will be added
« Users will be mapped 10 scopes indirectly

(Maybe via AD)
Atiew Dveciory
.
SAML ldentity . OAuth 2.0/01DC B Verity Token
Provider | i VR Authorization Server

i ) _ammm 0

Get

° ° Access/\D/Refresh Token

1] App"cation ° with token Aop Service
Mtps://company.com/login (User Interface) (Microservice)

®
User scopes will decide the
access privileges in the
s
User

Application

Datastore



OAuth 2.0 - Typical Enterprise Cron Job

« Cron Job will be registered as a Chent

- Application scopes will be associated with chient
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Get
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Cron Job
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Application
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OAuth 2.0 - User association to scopes

Application associated with only
scopel and scope2

OAuth 2.0/01DC

Authorization EP | Authorization Server
v

Application Scope

scopel
App Service 1
Authorize request with (Microservice)
all application scopes (scopel and scopel) Access token S Ee e et
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(User Interface)
User Application Scope

App Service 2
(Microservice)

Access token Access token

RESOURCE SERVER

What scopes do the access
token contain ?



OAuth 2.0 - Downscoping

Application associated with only
scopel and scope

Tom

OAuth 2.0/0IDC | associated

Autharization EP | Authorization Server | with scopel
A

Application Scope :
scopel

App Service 1
Authorize request with (MinOSENiCE)

all application scopes (scopel and scope2) Access token

] Application
(User Interface)
User Application Scope

—
Tom App Service 2
(Microservice)

Access token Access token

RESOURCE SERVER

RESOURCE SERVER

Access Token will be
associated with
scopel only



OAuth 2.0 - Non Downscoping

Application associated with only
scopel and scope2

Tom associated to
OAuth 2.0/0IDC | groups. No mapping
Authorization EP | Authorization Server | between groups and

scopes

Application Scope
scopel
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Authorize request with (Microservice)

all application scopes (scopel and scopel) Access token
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=
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Access Token will be associated with both scopel
and scope 2. ID Token can contain group
information. Application can then use refresh

token to get new token with only his scopes

RESOURCE SERVER
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OAuth 2.0 - Cloud Deployment

Organization Data Center Cloud Data center
- Application will be registered as a Client
B - Application scopes will be added
PO e 0 - Users will be mapped to scopes Indirectly
B {(Maybe via AD)
SAML Identity OAuth 2.0/01DC Verity Token
e T -
Provider SAbiid? Authorization Server

. — 0

Get

6’ d o Access/ID/Refresh Token e
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D
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OAuth 2.0 - Multi Cloud Deployment

AJURE DATA CENTER

ON PREMISES UATA CENTER

OAuth 20
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OAuth 2.0 - Multi Cloud Deployment (OAuth As a Service)

OK PREMUSES DATA CENTER

Active Directory

SAML Identity
Provider
(ADFS)

T

SAML TRUST
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Cloud OAuth 2.0
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FACEBOOK DATA CENTER GOOGLE DATA CENTER APPLE DATA CENTER

@ Identity Datastore @ Identity Datastore @ Identity Datastore

Facebook Google Autharization Apple Authorization
Authorization Server Server Server

A

OpenlD Connect OpeniD Connect OpenID Connect

& e
Authorization Server
(T ) L Identity Datastore
QAuth/Open!D Connect
R Web Application

Access Application
USER APPLICATION DATA CENTER

Identity Brokers



OAuth 2.0 Best Practices

Prefer Authorization Code Grant with PKCE

Prefer Client Credentials Grant for Cron Jobs

Avoid using Implicit Grant

Avoid using Resource Owner Password Grant

Store the secrets in a Safe place

Rotate the secrets regularly

Keep Access tokens short (5 min)

Avoid using local users of the Authorization Server

Do not associate users with more scopes than needed
Use the enterprise logout (all sessions)

Do not store tokens or secrets in the browser or Mobile devices



Desktop Application

OKTA DATA CENTER
Okta Authorization
Server
3 : Authonze Request with
PKCE Code Challange
5 : Response with Auth Code.
Redirect to http://127.0.0.1:8080
2’«?: 'C?)d A Ve;?::“ e 9 : Verity Access Token
4 : Authorize
Browser
Embedded Web Server
127 0.0,1:8080
2 : Opon &
Desktop Application Application API
R 8 : Call AP| with Token (Resource Server)
1 : Invoke the Application
DATA CENTER

7 : Invoke App Function USER DESKTOP



OKTA DATA CENTER

Mobile Application

Okta Authorization
Server

3 : Authorize Requast with
PKCE Code Challenge

5 : Response with Auth Code,
Rediract to com.mudra.myapp:/Caliback

6 : Get Access Token with 9'; Verify Access Token

PKCE Code Verifier
4 : Authorize
Browser
Al Mobile Application Application API
R com.mudra.myapp:/ & ok APt i Towae (Resource Server)
1 : Invokes Mobile Application
DATA CENTER

7 : Invoke App Function SMART PHONE/TABLET



Device Application

4 ! Enter User Code In Verification URI Page

R YouTube TV
lication
1 : Start Youlube App
USER

SMART TV

2 : Device Authorization Request
Returns | Device Code, User Code, Verify URI

3 : Poll For Access Token

Google Authorization
Server

Finally Returns Access Token, Refrash Token

5 : Call YouTube API with Access Token

YouTube API
(Resource Server)

GOOGLE DATA CENTER



